ASSERTION

a voice security company

Smart Logging

Get real-time observability across all your voice assets on a single
dashboard by proactively monitoring logs for issues. Go from
issues to logs in 1-click. Detect errors, call & recording failures to
improve service levels for managed services & cloud customers.

It integrates with 53+ voice products through Syslog for Linux and
a custom log collector script for Windows.
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Voice teams are blind to issues
until they impact service quality

Delayed Issue Detection - Voice systems lack real-time
monitoring, leading to unexpected failures.

Fragmented or Unavailable Logs - Data is scattered across
systems, making incident analysis slow and inefficient.

Reactive Troubleshooting - Engineers scramble to
diagnose and resolve issues, increasing downtime.
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SLA Violations & Escalations - Long resolution times result
in business impact and lost revenue.
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"Without proactive monitoring, every voice failure is a costly surprise!"




Bring visibility & efficiency to voice
operations with Smart Logging

1 One-Click Access to Logs - Access event-specific logs without
manual searching or waiting for NOC

2 Real-Time Error Detection - Al-powered monitoring scans all
voice logs, identifying issues in real time

Better SLA Compliance - Reduced troubleshooting & down
time prevents SLA violations

Automated Alerts & Insights - Alerts are triggered instantly,
with root-cause analysis

"See the problems before they happen, fix them before they hurt!"



Al based Observability and Proactive fault monitoring

Log Masking Detect Loss of Recording India OSP Privacy

Assertion® Smart Logging™

Data Collection | 1-click Log Access | Proactive Error Detection & Alarming | Filter & Forward Logs

Application Logs
Platform logs

Various onPrem voice products — SBC, PBX, IVR,
Recorder, Dialer, Gateways etc.

Application Logs
CDR

Various cloud voice products — AWS Connect,
Teams, Genesys cloud etc.




Features
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Collect logs from 53+ voice
systems without a log
collection agent
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Vendor agnostic. '

Supports all major Voice

vendors. .
\

application. Can add
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Collect any log file —

platform (OS) or

more files to pipe.
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Clone filters and forward
logs for selective archival.
Output in CEF, JSON and
CSV to support all SIEMs.
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Why Assertion Smart Logging is Better than SNMP, CDR Analytics,
Voice Monitoring Tools & SIEM?

Log Monitoring for Voice Apps

* Collect Platform, Application or Custom logs
in near real-time.

* Understand log formats of 100s of log files
from 53+ products out of the box.

Proactive Fault Monitoring

* Auto detect critical and major errors

» Self-service portal to detect known log
patterns

* Suppress unwanted events to avoid alert
fatigue

1-Click Log Access

* Instant log access via the central portal

* No more missing or overwritten logs

* No need to raise ticket, share privileged ID
with vendors or wait for experts

Clone, Filter and Forward logs

» Create copies of logs to run multiple filters

* Selectively archive only important logs to
save on archival (SIEM ) costs

* Support forwarding to all major SIEMs
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Al Powered PIl Masking

* Mask structured and unstructured Pll using a
combination of Regex and Al

* Mask before Store, View or Export

* Self-service configuration on portal

Detect Loss of Recording

* Monitors logs in near real-time to detect loss of
recording

* Correlate logs across systems to detect failures

* Highlight top 10 Agents with recording failures

Al Powered Log Insights*

* Get daily highlights of Security, Compliance and
Operational events

* Chat with the logs to get insights on health of each
component and incidents.

Prescriptive Root Cause Analysis*

* Detect RCA by correlating logs across various
connected systems and inferring the causal
relationships

* Remediation suggestions using OEM KB

* Upcoming



Monitoring for Voice Apps
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Out-of-the-box support for 53+ Collect and Understand all the important log files

OEM voice systems from every one of these products




Proactive Fault Monitoring

ASSERTION® Dashboard

RS ETL P 02/0ct/2023 1o 03/0ct/2023
See the alarms from all your critical voice infrastructure in one view
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Events Top-5 Assets with Events &

Asset Health

Assets Down
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Understand the activity on your voice layer Log Lines Archived
R _ﬁ“ 10.2 k

Bytes Archived

2.7GB

Self service portal to Suppress unwanted Alert using email,
events to avoid alert Ticket (REST API) or

overload _ Dashboard

Detect Critical and
Major alarms out of configure custom
the box : patterns




1-Click Log Access

ASSERTION" Log

Select the asset and date to view logs
05/Dec/2023 2:46 PM (UTC) to 05/Dec/2023 3:01 PM (UTC)

Select Asset : 10.54.37.77 -

See the detailed logs on screen

Dec 5 07:50:28 localhost sshd[29344]: error: Could not load host key: /etc/ssh/ssh_host_dsa_key
Dec 5 07:50:28 localhost pam_root_login[29347]: pam_root_login user name:dadmin
Dec 5 07:50:28 localhost pam_asg[29347): Login for [dadmin] - rhost[10.54.37.176], tty[ssh]

Dec 5 07:50:28 localhost sshd[29344): Accepted keyboard-interactive/pam for dadmin from 10.54.37.176 port 47250 ssh2 Click to expor[ the I{]gs

Dec 5 07:50:28 localhost sshd[29344): pam_unix(sshd:session): session opened for user dadmin by (uid=0)

Dec 5 07:50:28 localhost sudo: dadmin : TTY=unknown ; PWD=/var’home/dadmin ; USER=root ; COMMAND=/opt/ecs/bin/defsat
Dec 5 07:50:28 localhost defsat: SAT_auth:session pid 29365 started from parent

Dec 5 07:50:29 localhost logmanager: SAT_auth:tui01: Login dadmin new session 28367 parent 29365

Dec 5 07:50:30 localhost root: emSyslogConfig --iptemauery

Dec 5 07:50:30 localhost logmanager: pam[2557]: Sid 0x10003c2a sat 2519 2001 dadmin dadmin 18 5 10.54.37.176 legin

Dec 5 07:50:30 localhost logmanager: SAT_auth:tui01: Login dadmin Sid 0x10003c2a Pid 29367 Attempt 1 successful

No wasting time on getting Login credentials and Select the Asset,
access, waiting on technicians to connect and pull Time duration and
data. View logs

View logs of all
assets in an instant




Clone, Filter and Forward Logs
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L u Store for
S 30-90 Days
-

>— | Smart Logging | Clone Log Streams

Archive
to SIEM

Filter Using REGEX ¢ &

[0)
Save up to 80% on the costs of Store locally for 90 days for instant

Filter what is important and only . .
: archival by not archiving

Archive that. . log access on the portal.

~ transaction and chatty logs.




Al Powered PIl Masking

Raw Logs 08/Sep/2025 4:55 AM (UTC) to 08/Sep/2025 5:05 AM (UTC)
Regex Filter Asset: 10.54.37.77 (ACM) Search Export Log

Mask

structured Sep 7 23:00:39 localhost sshd[9613]: error: Could not load host key: /etc/ssh/ssh_host_dsa_key

data Sep 7 23:00:39 localhost rsyslogd: unexpected GnuTLS error -53 - this could be caused by a broken connection. GnuTLS reports: Error in the push function. [v8.24.0-57.el7_9.3 try http://www.rsyslog.com/e/2078 ]
Sep 7 23:00:39 localhost rsyslogd: action 'action 2' resumed (module 'builtin:omfwd') [v8.24.0-57.el7_9.3 try http://www.rsyslog.com/e/2359 ]

Sep 7 23:00:39 localhost rsyslogd: action 'action 2' resumed (module 'builtin:omfwd') [v8.24.0-57.el7_9.3 try http://www.rsyslog.com/e/2359 ]

Sep 7 23:00:39 localhost pam_root_login[9616]: pam_root_login user name:dadmin

Sep 7 23:00:39 localhost pam_asg[9616]: Login for [dadmin] - rhost[[IP-ADDRESS]],tty[ssh]

Sep 7 23:00:39 localhost sshd[9613]: Accepted keyboard-interactive/pam for dadmin from [IP-ADDRESS] port 39204 ssh2

Sep 7 23:00:39 localhost sshd[9613]: pam_unix(sshd:session): session opened for user dadmin by (uid=0)

Sep 7 23:00:40 localhost sshd[9617]: Received disconnect from [IP-ADDRESS] port 39204:11: The user disconnected the application

Sep 7 23:00:40 localhost sshd[9617]: Disconnected from [IP-ADDRESS] port 39204

Sep 7 23:00:40 localhost sshd[9613]: pam_unix(sshd:session): session closed for user dadmin

Sep 7 23:01:01 localhost run-parts(/etc/cron.hourly)[9770 starting Oanacron

Sep 7 23:01:01 localhost run-parts(/etc/cron.hourly)[9779 finished Oanacron

Display source identifier

Masked Logs

Mask structured & unstructured
PIl using a combination of Regex

Mask before Store, View or

Self-service configuration on portal
Export & P

and Al




Detect Loss of Recording

ASSERTION® Recording Assurance ID Scenario Platform
19/560/2025 15 26156012025 1 Recorder out of disk space leading to failed Any CC -
recordings Verint
Summary (2] Failure Source @z
5 Recorder out of XML records leading to failed Any CC -
Total Recording Failures recordings Verint
- Recorder (112)
191 3 RIS adapter restart causing loss of recording Any CC -
Total Failrues - 191 Verint
Eimaniis Ageiits limpacted @ 4 3PCC parameter in CM is disabled and no call Avaya -
recording happened Verint
SZ:ZZZQ ; CM App Sequence was not enabled on Session Avaya -
5 :
\ Manager, and no calls are recorded Verint
s 6 Manual call made by the Agent who is already nailed, | Avaya -
' call was not recorded occasionally Verint
s 7 AES NTP issue leading to recording outage Avaya -
Total Failures - 191 Total Failures - 191 Verint
8 AES TSAPI adapter link to Recorder down causing loss | Avaya -
Additional scenarios, if observed on your site, can be coded in within days. of recording Verint

Monitors logs in near real-time

to detect loss of recording

Correlate logs across systems to

detect failures

Highlight top 10 Agents with
recording failures




Success Stories

A top airline in Asia that operated an Avaya, Cisco, Oracle and Verint
contact center products wanted to proactively monitor the systems for
errors, warnings and custom events and be notified of the same in
practically real-time. Since sensitive customers could be in the logs,
they wanted to mask any such PlI, if found.

They implemented Assertion Smart Logging for 200+ voice servers,
with near real-time log processing and alerts for errors, warnings, and
custom events. The comprehensive dashboard improved network
health visibility, while automated email alerts and ServiceNow tickets.
The Voice Ops team gained quick access to 30 days of raw logs,
significantly improving SLA adherence. Pll masking ensured compliance
with data privacy rules, and secured access via the bank's AD
enhanced security.

A top 30 global bank operating in 60+ countries with a diverse voice
network (Avaya, Cisco, AudioCodes, Oracle, Verint, and Microsoft
Skype for Business) needed to collect logs from 800+ systemes, filter
IAM logs, and archive them separately for audit purposes. Not all
products supported the Splunk HIDS agent, so collecting logs from
every voice asset was not possible. Some systems could send logs to
only one destination, so a method was needed to "clone" logs,
archiving one copy in raw format and filtering another for IAM logs.

Assertion Smart Logging collated and collected logs from about 800+
voice servers from the bank. This agent-less system gathered logs
from every voice system via various protocols and methods, cloning
them into two copies. Raw logs were stored on a NAS, while filtered
IAM logs were organized by product, asset, and date for easy
retrieval. This streamlined log management and ensured compliance
with audit requirements.



Architecture Design - Proactive Log Monitoring with 1-Click Log Access
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Hardware, Software and Network requirements

* Assertion’ Smart Logging Core

Hardware requirements — VM with 16GB RAM, 4 vCPU * 2.2GHz, free disk space of 5 TB Only core is
(inclusive of Log store) sufficient for

pilot

Software requirements — OVA provided with RHEL 9.x. Customer to provide license.
ESXi—7+

Network — 1 NIC cards, 1Gbps

e Assertion®’ Scanner

Hardware requirements — VM with 8GB RAM, 4 vCPU * 2.2GHz, free disk space of 150 GB.
Software requirements — OVA provided with RHEL 9.x. Customer to provide license.
Network — 1 NIC cards, 1Gbps

ESXi— 7+



ASSERTION

a voice security company

Thank you

Contact us today to discover how Assertion's innovative solutions can elevate
your technology infrastructure and meet your evolving needs.
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